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Appendix A 
 

Use this checklist to assess your readiness for an upcoming Bank Secrecy Act (BSA)/Anti-
Money Laundering (AML) examination.  It follows the sections of the Federal Financial 
Institutions Examinations Council (FFIEC) BSA/AML examination manual for the Core 
procedures.  Review each component below and indicate your bank’s readiness in the 
appropriate columns to the right of each component.  A “comments” column is provided for space 
to make notes during your review. 

 Examination Readiness 
Regulatory Component Yes No N/A Comments 
General BSA/AML Issues 
BSA/AML risk assessment.  Review 
BSA/AML risk assessment to assure 
that it addresses the bank’s products, 
services, customers and geographic 
locations.  Ensure that it includes an 
OFAC risk profile, if not separately 
performed 

    

Prior BSA/AML deficiencies. Review 
past reviews and exam reports to assure 
that all deficiencies have been 
addressed 

    

BSA/AML Policies, Procedures, and Processes Issues 
Approved by Board of Directors.     
Include the four major components (i.e., 
system of internal controls, annual 
independent testing, designation of a 
BSA/AML compliance officer, and staff 
training) 

    

Are commensurate with bank’s most 
recent BSA/AML risk assessment 

    

Program addresses internal controls on 
areas such as high-risk customers, 
reports to board, meeting reporting and 
record keeping requirements, 
identifying and reporting suspicious 
activity, dual controls, monitoring 
systems, training and job descriptions 

    

Independent testing scope covers all 
applicable BSA/AML requirements 

    

Person/entity performing annual 
BSA/AML review/audit is independent 
of bank’s BSA/AML program 

    

Currency transaction reporting system 
is working properly to identify 
reportable transactions (i.e., CTR 
filings) 

    

BSA compliance officer is competent 
and maintains sufficient authority and 
knowledge to manage program 

    

Training program includes all     
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 Examination Readiness 
Regulatory Component Yes No N/A Comments 
appropriate staff, is well documented, 
and covers all applicable BSA/AML 
issues affecting the bank 
Customer Identification Program (CIP) 
CIP written program includes all 
required elements set forth in the 
regulation 

    

CIP risk assessment is current and is 
reflected in the current CIP procedures 

    

CIP has been approved by the Board of 
Directors, as either part of the 
BSA/AML policy or separately 

    

New accounts are opened in accordance 
with the bank’s CIP (Recommend 
limited testing to confirm this 
component) 

    

Accounts opened with CIP exceptions, if 
applicable, follow the bank’s CIP 
procedures  

    

Account files contain supporting 
evidence of documentary and/or 
nondocumentary methods relied upon to 
verify customer’s identity 

    

Third parties, if applicable, that open 
new accounts on behalf of the bank are 
following bank’s CIP standards 

    

CIP notice is being provided to all new 
customers at account opening 

    

Record retention requirements met     
Customer Due Diligence 
Policies and procedures reflect bank’s 
risk assessment of customer due 
diligence concerns 

    

Risk ratings of customers or customer 
types are up-to-date 

    

Enhanced due diligence procedures are 
employed for higher risk types of 
customers 

    

Due diligence analysis well documented, 
especially for high risk customers 

    

Record retention requirements met     
Suspicious Activity Reporting 
Policies and procedures address bank’s 
methods for identifying, referring, 
reviewing and reporting suspicious 
activity 

    

Procedures employed for documenting 
decisions not to file a SAR when 
considered 

    

Specific individual(s) identified at bank     
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 Examination Readiness 
Regulatory Component Yes No N/A Comments 
for filing SARs 
SARs reported to board in timely 
manner 

    

Staff has received adequate training to 
identify suspicious activity 

    

SARs filed are complete, timely and 
fully describe suspicious activity 

    

Most current SAR form utilized     
Record retention requirements met     
Currency Transaction Reporting 
Policies and procedures address how 
CTRs are identified, reviewed and filed 

    

CTRs complete and filed in a timely 
manner 

    

IRS returned CTRs are acted upon in a 
timely manner 

    

Cash aggregation systems working 
properly 

    

Most current CTR form utilized     
Record retention requirements met     
Exempt Persons 
Bank’s exempt person filings are up-to-
date and shared with all appropriate 
staff 

    

Due diligence procedures documented 
for reviewing and approving exempt 
persons 

    

Biennial filings are up to date, where 
required 

    

Most current exempt filing form utilized     
Record retention requirements met     
USA Patriot Act – 314(a) – Information Sharing with Government 
Policies and procedures address 
regulatory requirements 

    

Bank has designated point-of-contact     
Bank receiving or accessing FinCEN 
information requests every two weeks 
or as released  

    

314(a) searches documented via log or 
retaining copies of requests, which are 
kept confidential and secure 

    

All appropriate records searched for 
314(a) requests (i.e., customers in last 
12 months and 6 months of transaction 
activity) 

    

Process incorporated into SAR review 
procedures 

    

Record retention requirements met     
USA Patriot Act – 314(b) – Information Sharing with other Financial Institutions (if applicable) 
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 Examination Readiness 
Regulatory Component Yes No N/A Comments 
Policies and procedures address 
regulatory requirements 

    

Bank’s point-of-contact designated     
Requests from other financial 
institutions are documented properly, 
including verification that the financial 
institution has registered with FinCEN 

    

Process incorporated into SAR review 
procedures 

    

Record retention requirements met     
USA Patriot Act – 313 and 319(b) – Foreign Correspondent Accounts (if applicable) 
Policies and procedures address 
regulatory requirements 

    

Proper certifications from foreign banks 
on file 

    

Due diligence procedures followed for 
foreign correspondent accounts 

    

Process incorporated into SAR review 
procedures 

    

Record retention requirements met     
Sales of Monetary Instruments 
Policies and procedures address 
regulatory requirements 

    

Sales records are retained     
Process incorporated into SAR review 
procedures 

    

Record retention requirements met     
Funds Transfers 
Policies and procedures address 
regulatory requirements 

    

Funds transfer records are retained     
Process incorporated into SAR review 
procedures 

    

CTRs filed when required     
Record retention requirements met     
Private Banking Due Diligence (if applicable) 
Policies, procedures, and controls 
developed for establishing, maintaining, 
and administering private banking 
accounts  

    

Policies and procedures reflect most 
recent risk assessment 

    

Special Measures 
Policies, procedures, and processes 
address how the bank will respond to 
special measures imposed by FinCEN 
that are applicable to its operations 

    

Determine whether the bank maintains 
any accounts or conducted transactions 
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 Examination Readiness 
Regulatory Component Yes No N/A Comments 
by or for jurisdictions, financial 
institutions or transactions subject to 
the final special measures imposed by 
FinCEN and whether such instances 
were reported to FinCEN 
Record retention requirements met     
Reports of Foreign Accounts (if applicable) 
Policies and procedures address 
regulatory requirements 

    

Reports of Foreign Bank and Financial 
Accounts (TD F 90-22.1) filed when 
required 

    

Annual reports made when required     
Record retention requirements met     
International Transportation of Currency  
Form 105 filed when necessary     
Record retention requirements met     
Office of Foreign Assets Control (OFAC) 
Policies and procedures address 
regulatory requirements 

    

OFAC risk assessment performed and 
current 

    

New accounts checked against OFAC 
listing 

    

Non customer transactions checked 
against OFAC listing, if risk profile 
warrants 

    

Existing customer database checked 
against OFAC listing on periodic basis 
in accordance with OFAC risk profile 

    

Positive matches reported to OFAC     
Funds on positive matches blocked as 
necessary 

    

Record retention requirements met     
Expanded Procedures (as applicable) 
Review Exam Manual expanded 
procedures and determine applicability 
to bank’s operations for the following 
areas: 
 Enterprise-wide BSA/AML 

compliance program 
 Correspondent banking 
 Foreign branches and offices 
 Parallel banking 
 Electronic banking 
 Electronic payment services 

o Funds transfers 
o Electronic cash 
o 3rd-party payment 

processors 
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 Examination Readiness 
Regulatory Component Yes No N/A Comments 
 Monetary instruments 
 Deposit & Nondeposit services 

o Brokered deposits 
o Privately-owned ATMs 
o NDIP 
o Insurance 

 Concentration accounts 
 Lending activities 
 Trade finance activities 
 Private banking 
 Trust & Asset Management 
 Nonresident Aliens & Foreign 

Individuals 
 Politically Exposed Persons 
 Embassy & Foreign Consulate 

Accounts 
 Non-bank Financial Institutions 
 Professional Service Providers 
 Non-governmental Organizations & 

Charities 
 Corporate Entities 
 Cash-intensive Businesses 
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