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• Founded in 2014

• Designed for Credit Unions and Community Banks

• Security Data Platform: Watches everything on your network and 

matches it to your policies, ensuring that you are both secure and 

compliant 



Vulnerability & Penetration 

Testing 

Does your organization…

• Have a Threat and Vulnerability 

Program in place?

• Understand the consequences 

when if a Threat and Vulnerability 

Program is not in place?

• Know how to get started to build 

such a program?



Agenda 

• FFIEC Cybersecurity Domains

• Threat Actors

• Cyber Kill Chain & Exploit Example

• Insider View of the Network 

• Threat & Vulnerability Management
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Threat & Vulnerability Management
Risk Management Function

Threats

VulnerabilitiesAssets
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RISK



Threat Actors

Who are they and what 
are their motives?



Cyber Criminals 
Financial Gain



State-sponsored Actors
Espionage



Hacktivists 
Ideology

Operation OPICARUS: Anonymous & Ghostsquad 

Alliance

• Hacktivists Shut Down Central Bank of Cyprus with 

DDoS Attack

• Hacktivists Shut Down 3 More Banking Websites

• Anonymous Takes Down 9 Banks in 30-day 

Cyberattack



Anonymous  on Operation Icarus

"We must strike at the heart of their 
empire by once again throw (sic.) a 
wrench into the machine, but this time 
we face a much bigger target – the 
global financial system. This time our 
target is the Global Banking Cartel as a  
whole.

We are anonymous. We are legion.
We do not forgive. We do not forget.
Operation Icarus, engaged.
Expect us."



Insiders 
Malicious or Accidental



“Playing a part on the blue team in information security can, to a very small degree, 

be compared to the lot of a hapless soldier. The soldier is told to guard a certain hill 

and to keep it at all costs. However, he is not told who his enemy may be, what they 

look like, where they are coming from, or when (or how) they are likely to strike. To 

ride this analogous horse a bit further, the soldier is given a hand-me-down rifle with 

only a few rounds of ammunition to fulfill his task. It seems a bit unfair really - even 

the American Revolution got Paul Revere.”

- Verizon 2016 Data Breach Investigations Report

THE BLUE TEAM MUST BE A NINJA FORCE



The Cyber “Kill Chain”

• Harvesting email address, social networking, 
port scansReconnaissance

• Coupling exploit with backdoor into deliverable 
payloadWeaponization

• Delivering weaponized bundle to the victim via 
email, web, USB, etc.Delivery

• Exploiting a vulnerability to execute code on 
victim systemExploitation

• Installing malware on the assetInstallation

• Command channel for remote manipulation of 
the victim

Command & 
Control

• With “Hands on Keyboard” access, intruders 
accomplish goal Actions on Target





Now that we are in--soft in the 

middle



A Predator’s Assessment



NMAP—Network Mapping Tool Output



User View via Web Interface

Default account is admin & password



NMAP—Network Mapping Tool Output



End-of-life Windows and SQL



Vulnerability Scanner Results



Enum--Windows Tool Output
Active Directory Password Policy (unauthenticated)

enum -U -P 192.168.X.14

server: 192.168.X.14

setting up session... success.

password policy:

min length: 8 chars

min age: 30 days

max age: 90 days

lockout threshold: 5 attempts

lockout duration: 60 mins

lockout reset: 60 mins



NMAP—Network Mapping Tool Output



Vulnerability Scan Report



NMAP—Network Mapping Tool Output



User View via Web Interface

Configured with no authentication 



Vulnerability Scan Report



SNMPWalk Command Line Output

ASN 1 Notation anyone? 



Getting Started

The Foundation for Threat & 
Vulnerability Management



FFIEC Domains 
Threat & Vulnerability Management

FFIEC Domain Baseline/Evolving Advanced/Innovative

3. Cybersecurity 

Controls: Preventative 

Controls--Threat & 

Vulnerability 

Detection

E-Vulnerability scanning is 

conducted and analyzed before 

deployment/redeployment of 

new/existing devices

A-Vulnerability scanning is 

rotated among environments to 

scan all in a year cycle.

I—Vulnerability scanning is 

performed weekly across all 

environments.

3. Cybersecurity 

Controls:  Corrective 

Controls—Patch 

Management

B-A patch management program is 

implemented and ensures that 

software and firmware patches are 

applied in a timely manner. Patch 

testing before deployment. Patch 

management reporting.

E-A formal process is in place to 

acquire, test, and deploy software 

patches based on criticality. Systems 

are configured to retrieve patches 

automatically. 

A-Patch monitoring software is 

installed on all servers to 

identify any missing patches 

for the operating system 

software, middleware, 

database, and other key 

software.

The institution monitors patch 

management reports to ensure 

security patches are tested and 

implemented within aggressive 

time frames (e.g., 0-30 days).



Network & Port Scanning

Regular network and port scanning can be simple

Nmap can be 
used to scan 

your network(s) 
daily or weekly

Convert .nmap
text format to 
CSV using 

Nmap to CSV 
script

Import into your 
favorite 

spreadsheet 
program 

Sort/Report 
away



Network & Port Scanning

Verify your scan results to look for unsecure 
protocols or services

Telnet FTP Rsync
SNMP 

version 1 or 
2

Unnecessary 
services 
exposed



Vulnerability Scanning

Weekly Scanning Using 

OpenVAS or Nessus 

• Authenticated scams using 

agent on hosts is best option (Not 

required)

• Configure weekly scans to occur 

at the same day/time each week

• Schedule the time to optimize 

scanning (all hands on deck)

• Reports can be created in PDF, 

CSV in summary or detail  

• Remediate all critical/high 

vulnerabilities first

• Then perform risk assessment 

on the medium and lower 

vulnerabilities

Risk Treatment Options 

Include Risk Acceptance

• Some vulnerabilities are 

not being exploited in the 

wild

• Consider exposure as 

well as vulnerability rating

External Systems 

Vulnerability Scan Options

• Pen Testing 

Vendor/Partner (Periodic)

• Qualys SSL Server Testing 

Site (Free)



What to Patch? Not Everything! 

…Remember this is a risk management process

Sunset end of life systems! (Windows XP, Server 2003, etc.)

Restrict use of Adobe Flash Player & Quicktime for Windows



Threat & Vulnerability Management 

• Participate in Patch Tuesday and 

out of cycle updates for Windows

• Patch these non-Windows 

applications always: 

• Oracle Java

• Adobe Acrobat Reader

• Firefox (Mozilla)

• Chrome

• Your Browser 

https://www.uscert.gov/ncas/alerts/TA15-119A

https://www.uscert.gov/ncas/alerts/TA15-119A


Threat & Vulnerability Management
External Systems

OpenSSL, SSL/TLS, Weak RSA key 
exchange, etc.

SSH Signal Handling, SSH v1 

Windows HTTP.sys Vulnerability

Apache HTTP Server 

End of life PHP 



Physical Security 

Protecting the Data Center 
& Other Critical 
Infrastructure 



Threat & Vulnerability Management
Facilities Security 



Threat & Vulnerability Management
Facilities Security Attack Tools

• Covert systems 

administration from 

anywhere

• Small form factor 

computer with full scripting 

capabilities

• Supports Metasploit attack 

platform



Threat & Vulnerability Management
Facilities Security Attack Tools 

• Keystroke injection attack 

platform

• Small form factor 

computer with full scripting 

capabilities

• Seen as a USB Keyboard 

by most operating 

systems



Summary

42

• FFIEC Cybersecurity Domains

• Threat Actors

• Cyber Kill Chain & Exploit Example

• Insider View of the Network 

• Threat & Vulnerability Management



Questions?



Appendix 1--Tools & Reference
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• Open Source

– Kali Linux 2016.2—Security Tools (www.kali.org)

– Nmap—The Network Mapper (https://nmap.org)

– OpenVAS—Vulnerability Scanner (www.openvas.org)

– Enum—Windows Enumerator (www.microsoft.com)

– NmaptoCSV—Converts NMAP file format to CSV 

(https://github.com/maaaaz/nmaptocsv)

https://nmap.org/
http://www.openvas.org/
https://github.com/maaaaz/nmaptocsv


Appendix 1--Tools & Reference
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• Commercial

–GFI Languard

–Tenable Nessus 

–ManageEngine-Desktop Central

–Pwnie Express—Pwnie Pulse

–USB Rubber Ducky (hak5.org)

–LAN Turtle (hak5.org)



Questions?


